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2 e i ) oRhwthm Labs  § . - W 0041 5 H e MP H H
|1 04/22/08 0557.0. 04/22/08 05:57.0.. 1 il LogRhythm Labs ~ Extemal Metwork, Traffic Metflow W5 Flow 0041 192.168.1.32 192168111 TIHICMP 40040 114
| 04/22/0805:56:2. 04/22/08 05:56:2.. 1 il LogRhythm Labs  Extemal Metwork, Traffic Metflow W5 Flow 0041 192.168.1.23 192168114 A0T4ICMP 40021 4m
[ 04/22/0805535. 04/22/08 05535, 1 il LagRhythm Labs  Local Hetwark Traffic Metflov W5 Flaw 0041 192.168.1.14 192168114 4455ICMP 40063 445
[ 0442108 04361 . 04/22/08 05533, 2 1] LogRhythm Labs - Unknown Metwork, Traffic Metflow W5 Flow 0041 userpcy 192.168.1.5 T10ICHP 40072 110
[ 04/22/08 05:525. 04/22/08 05:525.. 1 1] LogRhythm Labs  Unknown Metwork, Traffic Metflow W5 Flow 0041 userpch 192.168.1.8 MySEL Databas.. 40015 3306
[ |04/22/080551:2. 04/22/0805:51:2.. 1 il LogRhythm Labs  Unknown Metwork, Traffic Metflow W5 Flow 0041 userpcd 192.168.1.3 GNUTELLA-RTR 40033 £347
|| 04/22/0805:435. 04/22/08 05:435. 1 il LogRhythm Labs - Extemal Network, Traffic Metflow W5 Flow 0041 192.168.1.31 192.1668.1.32 HTTP - Hypertex.. 40026 =]
[ 04/22/0805:47-4. 04/22/08 05474 1 o LagRhythm Labs  Unknawn Metwark Traffic Metflov W5 Flaw 0041 userpcil 192.168.1.3 3895CMP 40017 389 ICMP
| 04422/08 05:435. 04/22/0805:435. 1 1] LogRhythm Labs  Extemal Metwork, Traffic Metflow WS Flow an41 192.168.1.33 userpcd EFNTCP 40025 B7 TCR
[ 04/21/08 04255, 04/22/08 05:435. 2 1] LogRhythm Labs  Unknown Metwork Traffic Metflovw WS Flow o4l userpch 192.168.1.7 S™ICMP 40009 53 ICMP
[ [04/22/08105:432. 04/22/08105:43:2.. 1 il LogRhythm Labs * Extemal Metwork, Traffic Metflow W5 Flow 0041 192.168.1.4 192168113 A0TICMP 40065 4m IChP
[ I04A21/08 04:25.2. 0472208 05431, 2 1] LogRhythm Labs  Unknown Metwork, Traffic Metflow W5 Flow ao41 ugerpcl3 userpcr 225CMP 40017 22 ICMP
[ 04/22/0805:412. 04/22/080541:2. 1 ] LogRhythm Labs  ~ Extemal Network Traffic Metflow W Flow 0041 13216811 userpc TBE3ICMP 40033 1863 ICMP
| 04/22/0805:40:4.. 04/22/08 05:40:4.. 1 1] LogRhythm Labs  Extemal Metwork, Traffic Metflow W5 Flow 0041 192.1681.21 userpo? wLM/MSM - Wi, 40086 1863 TCP
[ 04/22/08 05:40:0. 04/22/08 05:40:0. 1 o LogRhythm Labs ~ Extemnal Metwark Traffic Metflove W5 Flow 0041 192168.1.19 192.168.1.29 J30BNCHP 40044 3306 ICMP
[ 04/22/0805:330. 04/22/08 05:33.0. 1 1] LogRhythm Labs  Extemal Metwork, Traffic Metflow W5 Flow 0041 192.168.1.2 192.168.1.21 B080MTCP 40033 enag TCP
| 04/22/08 05352, 04/22/08 05352, 1 1] LogRhythm Labs  Extemal Network, Traffic Metflow W5 Flow 0041 192.168.1.4 192.168.1.3 2Z24CMP 40033 22 ICMP
Loas Processed: 2,023 Logs Cached: 2,023 Logs Displaved: 2,023 Complete

Leverage LogRhythm to assist in root cause analysis discovery for Zero Day Exploits and to
identify affected systems. Immediately corroborate an exploit that launches SMTP services
across enterprise systems and prioritize based upon asset value of impacted entities.



