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System Security Event Summary

By Impacted Host

Mar 15, 2008 06:00 PM to Mar 22, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Impacted Host

Event Origin HostOrigin LoginCount Impacted Application

161.200.1.1

 2.00 161.200.1.103/16/08  04:00 AM 03/20/08  11:00 AM System Started

user018 1.00 161.200.1.103/20/08  04:00 AM 03/20/08  04:00 AM System Shutdown

user023 1.00 161.200.1.103/22/08  03:00 AM 03/22/08  03:00 AM System Shutdown

161.200.1.10

 2.00 161.200.1.1003/21/08  03:00 AM 03/22/08  10:00 AM System Started

user006 1.00 161.200.1.1003/21/08  12:00 PM 03/21/08  12:00 PM System Shutdown

user007 1.00 161.200.1.1003/22/08  08:00 AM 03/22/08  08:00 AM System Shutdown

161.200.1.2

user017 1.00 161.200.1.203/17/08  12:00 PM 03/17/08  12:00 PM System Shutdown

user015 1.00 161.200.1.203/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

161.200.1.3

 3.00 161.200.1.303/16/08  06:00 AM 03/17/08  07:00 AM System Started

user009 1.00 161.200.1.303/18/08  03:00 AM 03/18/08  03:00 AM System Shutdown

161.200.1.4

user008 1.00 161.200.1.403/17/08  09:00 AM 03/17/08  09:00 AM System Shutdown

user015 1.00 161.200.1.403/18/08  04:00 AM 03/18/08  04:00 AM System Shutdown

 1.00 161.200.1.403/19/08  03:00 AM 03/19/08  03:00 AM System Started

161.200.1.5

user019 1.00 161.200.1.503/20/08  03:00 AM 03/20/08  03:00 AM System Shutdown

161.200.1.6

 1.00 161.200.1.603/17/08  02:00 AM 03/17/08  02:00 AM System Started

161.200.1.7

user014 1.00 161.200.1.703/17/08  05:00 AM 03/17/08  05:00 AM System Shutdown

 1.00 161.200.1.703/20/08  03:00 AM 03/20/08  03:00 AM System Started

161.200.1.8

user020 1.00 161.200.1.803/19/08  02:00 AM 03/19/08  02:00 AM System Shutdown

 2.00 161.200.1.803/19/08  08:00 AM 03/19/08  11:00 AM System Started

161.200.1.9

 3.00 161.200.1.903/17/08  04:00 AM 03/22/08  03:00 AM System Started

172.10.1.1

user004 1.00 172.10.1.103/17/08  04:00 AM 03/17/08  04:00 AM System Shutdown

 9.00 172.10.1.103/17/08  04:00 AM 03/22/08  07:00 AM System Started
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172.10.1.1

user021 1.00 172.10.1.103/18/08  01:00 AM 03/18/08  01:00 AM System Shutdown

user011 1.00 172.10.1.103/21/08  02:00 AM 03/21/08  02:00 AM System Shutdown

user023 1.00 172.10.1.103/21/08  02:00 AM 03/21/08  02:00 AM System Shutdown

user025 1.00 172.10.1.103/22/08  01:00 AM 03/22/08  01:00 AM System Shutdown

172.10.1.10

 11.00 172.10.1.1003/16/08  07:00 AM 03/22/08  06:00 AM System Started

user003 1.00 172.10.1.1003/16/08  12:00 PM 03/16/08  12:00 PM System Shutdown

user001 1.00 172.10.1.1003/18/08  01:00 AM 03/18/08  01:00 AM System Shutdown

user022 1.00 172.10.1.1003/19/08  01:00 AM 03/19/08  01:00 AM System Shutdown

user009 2.00 172.10.1.1003/19/08  02:00 AM 03/19/08  10:00 AM System Shutdown

user014 1.00 172.10.1.1003/19/08  06:00 AM 03/19/08  06:00 AM System Shutdown

user018 1.00 172.10.1.1003/19/08  06:00 AM 03/19/08  06:00 AM System Shutdown

user025 1.00 172.10.1.1003/19/08  07:00 AM 03/19/08  07:00 AM System Shutdown

user015 1.00 172.10.1.1003/20/08  04:00 AM 03/20/08  04:00 AM System Shutdown

user016 1.00 172.10.1.1003/22/08  06:00 AM 03/22/08  06:00 AM System Shutdown

172.10.1.11

 11.00 172.10.1.1103/16/08  04:00 AM 03/21/08  10:00 AM System Started

user013 1.00 172.10.1.1103/16/08  10:00 AM 03/16/08  10:00 AM System Shutdown

user001 2.00 172.10.1.1103/18/08  02:00 AM 03/21/08  02:00 AM System Shutdown

user003 1.00 172.10.1.1103/18/08  06:00 AM 03/18/08  06:00 AM System Shutdown

user024 1.00 172.10.1.1103/18/08  12:00 PM 03/18/08  12:00 PM System Shutdown

user014 1.00 172.10.1.1103/20/08  03:00 AM 03/20/08  03:00 AM System Shutdown

user005 1.00 172.10.1.1103/20/08  09:00 AM 03/20/08  09:00 AM System Shutdown

user019 1.00 172.10.1.1103/22/08  03:00 AM 03/22/08  03:00 AM System Shutdown

172.10.1.12

 9.00 172.10.1.1203/16/08  02:00 AM 03/22/08  12:00 PM System Started

user019 1.00 172.10.1.1203/16/08  03:00 AM 03/16/08  03:00 AM System Shutdown

user024 2.00 172.10.1.1203/17/08  01:00 AM 03/19/08  03:00 AM System Shutdown

user025 2.00 172.10.1.1203/17/08  05:00 AM 03/20/08  09:00 AM System Shutdown

user017 1.00 172.10.1.1203/18/08  07:00 AM 03/18/08  07:00 AM System Shutdown

user009 1.00 172.10.1.1203/20/08  03:00 AM 03/20/08  03:00 AM System Shutdown

user023 1.00 172.10.1.1203/20/08  07:00 AM 03/20/08  07:00 AM System Shutdown

user006 1.00 172.10.1.1203/20/08  12:00 PM 03/20/08  12:00 PM System Shutdown

user012 1.00 172.10.1.1203/21/08  01:00 AM 03/21/08  01:00 AM System Shutdown
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172.10.1.13

user005 3.00 172.10.1.1303/18/08  03:00 AM 03/21/08  08:00 AM System Shutdown

user018 1.00 172.10.1.1303/18/08  10:00 AM 03/18/08  10:00 AM System Shutdown

 5.00 172.10.1.1303/19/08  03:00 AM 03/22/08  09:00 AM System Started

user017 1.00 172.10.1.1303/19/08  05:00 AM 03/19/08  05:00 AM System Shutdown

user013 2.00 172.10.1.1303/19/08  08:00 AM 03/22/08  09:00 AM System Shutdown

user011 2.00 172.10.1.1303/20/08  03:00 AM 03/20/08  05:00 AM System Shutdown

user014 1.00 172.10.1.1303/20/08  05:00 AM 03/20/08  05:00 AM System Shutdown

user003 1.00 172.10.1.1303/21/08  04:00 AM 03/21/08  04:00 AM System Shutdown

user012 1.00 172.10.1.1303/21/08  04:00 AM 03/21/08  04:00 AM System Shutdown

user006 1.00 172.10.1.1303/22/08  02:00 AM 03/22/08  02:00 AM System Shutdown

user024 1.00 172.10.1.1303/22/08  12:00 PM 03/22/08  12:00 PM System Shutdown

172.10.1.14

user009 1.00 172.10.1.1403/16/08  04:00 AM 03/16/08  04:00 AM System Shutdown

 15.00 172.10.1.1403/16/08  05:00 AM 03/22/08  11:00 AM System Started

user003 1.00 172.10.1.1403/17/08  01:00 AM 03/17/08  01:00 AM System Shutdown

user023 2.00 172.10.1.1403/17/08  02:00 AM 03/18/08  01:00 AM System Shutdown

user001 1.00 172.10.1.1403/17/08  10:00 AM 03/17/08  10:00 AM System Shutdown

user007 3.00 172.10.1.1403/17/08  10:00 AM 03/22/08  05:00 AM System Shutdown

user025 1.00 172.10.1.1403/18/08  11:00 AM 03/18/08  11:00 AM System Shutdown

user010 1.00 172.10.1.1403/19/08  11:00 AM 03/19/08  11:00 AM System Shutdown

user020 1.00 172.10.1.1403/22/08  06:00 AM 03/22/08  06:00 AM System Shutdown

172.10.1.15

 8.00 172.10.1.1503/16/08  03:00 AM 03/19/08  10:00 AM System Started

user020 1.00 172.10.1.1503/16/08  04:00 AM 03/16/08  04:00 AM System Shutdown

user010 3.00 172.10.1.1503/17/08  05:00 AM 03/22/08  12:00 PM System Shutdown

user021 1.00 172.10.1.1503/17/08  06:00 AM 03/17/08  06:00 AM System Shutdown

user003 1.00 172.10.1.1503/18/08  01:00 AM 03/18/08  01:00 AM System Shutdown

user012 1.00 172.10.1.1503/18/08  09:00 AM 03/18/08  09:00 AM System Shutdown

user006 1.00 172.10.1.1503/18/08  12:00 PM 03/18/08  12:00 PM System Shutdown

user008 1.00 172.10.1.1503/21/08  02:00 AM 03/21/08  02:00 AM System Shutdown

user024 1.00 172.10.1.1503/21/08  03:00 AM 03/21/08  03:00 AM System Shutdown

user025 1.00 172.10.1.1503/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

user011 1.00 172.10.1.1503/21/08  12:00 PM 03/21/08  12:00 PM System Shutdown

172.10.1.16

user007 1.00 172.10.1.1603/16/08  12:00 PM 03/16/08  12:00 PM System Shutdown
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172.10.1.16

user022 1.00 172.10.1.1603/17/08  10:00 AM 03/17/08  10:00 AM System Shutdown

 8.00 172.10.1.1603/19/08  01:00 AM 03/22/08  08:00 AM System Started

user015 1.00 172.10.1.1603/20/08  02:00 AM 03/20/08  02:00 AM System Shutdown

user017 1.00 172.10.1.1603/20/08  03:00 AM 03/20/08  03:00 AM System Shutdown

user003 1.00 172.10.1.1603/21/08  03:00 AM 03/21/08  03:00 AM System Shutdown

user018 1.00 172.10.1.1603/21/08  04:00 AM 03/21/08  04:00 AM System Shutdown

user010 1.00 172.10.1.1603/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

172.10.1.17

 13.00 172.10.1.1703/16/08  08:00 AM 03/21/08  12:00 PM System Started

user015 2.00 172.10.1.1703/18/08  02:00 AM 03/19/08  01:00 AM System Shutdown

user023 1.00 172.10.1.1703/18/08  09:00 AM 03/18/08  09:00 AM System Shutdown

user007 1.00 172.10.1.1703/19/08  05:00 AM 03/19/08  05:00 AM System Shutdown

user025 1.00 172.10.1.1703/20/08  05:00 AM 03/20/08  05:00 AM System Shutdown

user001 1.00 172.10.1.1703/21/08  06:00 AM 03/21/08  06:00 AM System Shutdown

user019 1.00 172.10.1.1703/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

172.10.1.18

 12.00 172.10.1.1803/16/08  04:00 AM 03/21/08  10:00 AM System Started

user014 2.00 172.10.1.1803/16/08  12:00 PM 03/18/08  09:00 AM System Shutdown

user016 1.00 172.10.1.1803/18/08  07:00 AM 03/18/08  07:00 AM System Shutdown

user021 1.00 172.10.1.1803/20/08  02:00 AM 03/20/08  02:00 AM System Shutdown

user007 1.00 172.10.1.1803/20/08  07:00 AM 03/20/08  07:00 AM System Shutdown

user011 1.00 172.10.1.1803/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

172.10.1.19

 8.00 172.10.1.1903/16/08  02:00 AM 03/22/08  03:00 AM System Started

user003 2.00 172.10.1.1903/16/08  08:00 AM 03/22/08  10:00 AM System Shutdown

user024 1.00 172.10.1.1903/17/08  04:00 AM 03/17/08  04:00 AM System Shutdown

user012 1.00 172.10.1.1903/18/08  03:00 AM 03/18/08  03:00 AM System Shutdown

user019 1.00 172.10.1.1903/20/08  02:00 AM 03/20/08  02:00 AM System Shutdown

user008 1.00 172.10.1.1903/20/08  11:00 AM 03/20/08  11:00 AM System Shutdown

user016 1.00 172.10.1.1903/21/08  08:00 AM 03/21/08  08:00 AM System Shutdown

172.10.1.2

 6.00 172.10.1.203/16/08  01:00 AM 03/21/08  11:00 AM System Started

user017 1.00 172.10.1.203/17/08  04:00 AM 03/17/08  04:00 AM System Shutdown

user025 1.00 172.10.1.203/18/08  01:00 AM 03/18/08  01:00 AM System Shutdown
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172.10.1.2

user016 2.00 172.10.1.203/18/08  03:00 AM 03/22/08  05:00 AM System Shutdown

user019 2.00 172.10.1.203/18/08  05:00 AM 03/20/08  02:00 AM System Shutdown

user012 2.00 172.10.1.203/19/08  02:00 AM 03/19/08  05:00 AM System Shutdown

user020 1.00 172.10.1.203/19/08  05:00 AM 03/19/08  05:00 AM System Shutdown

user014 2.00 172.10.1.203/19/08  07:00 AM 03/20/08  09:00 AM System Shutdown

user018 1.00 172.10.1.203/19/08  08:00 AM 03/19/08  08:00 AM System Shutdown

user010 1.00 172.10.1.203/19/08  10:00 AM 03/19/08  10:00 AM System Shutdown

user007 1.00 172.10.1.203/20/08  05:00 AM 03/20/08  05:00 AM System Shutdown

user009 2.00 172.10.1.203/20/08  10:00 AM 03/22/08  06:00 AM System Shutdown

172.10.1.20

user024 1.00 172.10.1.2003/16/08  01:00 AM 03/16/08  01:00 AM System Shutdown

user004 1.00 172.10.1.2003/16/08  11:00 AM 03/16/08  11:00 AM System Shutdown

 8.00 172.10.1.2003/17/08  02:00 AM 03/21/08  11:00 AM System Started

user007 2.00 172.10.1.2003/17/08  10:00 AM 03/20/08  10:00 AM System Shutdown

user014 1.00 172.10.1.2003/18/08  11:00 AM 03/18/08  11:00 AM System Shutdown

user006 1.00 172.10.1.2003/19/08  04:00 AM 03/19/08  04:00 AM System Shutdown

user022 1.00 172.10.1.2003/20/08  07:00 AM 03/20/08  07:00 AM System Shutdown

user023 1.00 172.10.1.2003/20/08  09:00 AM 03/20/08  09:00 AM System Shutdown

user005 1.00 172.10.1.2003/21/08  03:00 AM 03/21/08  03:00 AM System Shutdown

user016 1.00 172.10.1.2003/21/08  11:00 AM 03/21/08  11:00 AM System Shutdown

172.10.1.3

 14.00 172.10.1.303/16/08  07:00 AM 03/22/08  12:00 PM System Started

user010 1.00 172.10.1.303/17/08  04:00 AM 03/17/08  04:00 AM System Shutdown

user025 1.00 172.10.1.303/17/08  11:00 AM 03/17/08  11:00 AM System Shutdown

user024 2.00 172.10.1.303/17/08  11:00 AM 03/21/08  09:00 AM System Shutdown

user017 1.00 172.10.1.303/19/08  06:00 AM 03/19/08  06:00 AM System Shutdown

user007 1.00 172.10.1.303/19/08  09:00 AM 03/19/08  09:00 AM System Shutdown

user001 1.00 172.10.1.303/19/08  10:00 AM 03/19/08  10:00 AM System Shutdown

user002 1.00 172.10.1.303/21/08  05:00 AM 03/21/08  05:00 AM System Shutdown

user009 1.00 172.10.1.303/21/08  12:00 PM 03/21/08  12:00 PM System Shutdown

172.10.1.4

user025 1.00 172.10.1.403/16/08  02:00 AM 03/16/08  02:00 AM System Shutdown

 8.00 172.10.1.403/16/08  12:00 PM 03/22/08  06:00 AM System Started

user016 1.00 172.10.1.403/18/08  04:00 AM 03/18/08  04:00 AM System Shutdown

user013 1.00 172.10.1.403/18/08  08:00 AM 03/18/08  08:00 AM System Shutdown
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172.10.1.4

user021 1.00 172.10.1.403/18/08  08:00 AM 03/18/08  08:00 AM System Shutdown

user008 1.00 172.10.1.403/20/08  01:00 AM 03/20/08  01:00 AM System Shutdown

user024 1.00 172.10.1.403/20/08  10:00 AM 03/20/08  10:00 AM System Shutdown

user009 1.00 172.10.1.403/21/08  05:00 AM 03/21/08  05:00 AM System Shutdown

user003 1.00 172.10.1.403/22/08  04:00 AM 03/22/08  04:00 AM System Shutdown

172.10.1.5

user012 1.00 172.10.1.503/16/08  07:00 AM 03/16/08  07:00 AM System Shutdown

user009 1.00 172.10.1.503/16/08  12:00 PM 03/16/08  12:00 PM System Shutdown

 6.00 172.10.1.503/17/08  04:00 AM 03/22/08  11:00 AM System Started

user025 1.00 172.10.1.503/18/08  02:00 AM 03/18/08  02:00 AM System Shutdown

user014 1.00 172.10.1.503/18/08  12:00 PM 03/18/08  12:00 PM System Shutdown

user020 1.00 172.10.1.503/20/08  04:00 AM 03/20/08  04:00 AM System Shutdown

user015 1.00 172.10.1.503/21/08  10:00 AM 03/21/08  10:00 AM System Shutdown

172.10.1.6

 6.00 172.10.1.603/16/08  04:00 AM 03/19/08  11:00 AM System Started

user017 2.00 172.10.1.603/16/08  10:00 AM 03/17/08  03:00 AM System Shutdown

user023 1.00 172.10.1.603/17/08  04:00 AM 03/17/08  04:00 AM System Shutdown

user011 1.00 172.10.1.603/17/08  06:00 AM 03/17/08  06:00 AM System Shutdown

user006 1.00 172.10.1.603/17/08  12:00 PM 03/17/08  12:00 PM System Shutdown

user008 1.00 172.10.1.603/18/08  05:00 AM 03/18/08  05:00 AM System Shutdown

user024 1.00 172.10.1.603/20/08  01:00 AM 03/20/08  01:00 AM System Shutdown

user018 1.00 172.10.1.603/20/08  12:00 PM 03/20/08  12:00 PM System Shutdown

172.10.1.7

 16.00 172.10.1.703/16/08  02:00 AM 03/22/08  10:00 AM System Started

user012 1.00 172.10.1.703/16/08  10:00 AM 03/16/08  10:00 AM System Shutdown

user021 1.00 172.10.1.703/17/08  08:00 AM 03/17/08  08:00 AM System Shutdown

user019 2.00 172.10.1.703/17/08  09:00 AM 03/21/08  11:00 AM System Shutdown

user002 1.00 172.10.1.703/18/08  07:00 AM 03/18/08  07:00 AM System Shutdown

user005 1.00 172.10.1.703/19/08  03:00 AM 03/19/08  03:00 AM System Shutdown

user013 1.00 172.10.1.703/19/08  05:00 AM 03/19/08  05:00 AM System Shutdown

user017 2.00 172.10.1.703/20/08  05:00 AM 03/22/08  10:00 AM System Shutdown

user004 1.00 172.10.1.703/22/08  09:00 AM 03/22/08  09:00 AM System Shutdown

172.10.1.8

 6.00 172.10.1.803/18/08  03:00 AM 03/22/08  05:00 AM System Started
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172.10.1.8

user016 1.00 172.10.1.803/18/08  09:00 AM 03/18/08  09:00 AM System Shutdown

user011 2.00 172.10.1.803/20/08  09:00 AM 03/21/08  06:00 AM System Shutdown

user004 1.00 172.10.1.803/20/08  12:00 PM 03/20/08  12:00 PM System Shutdown

172.10.1.9

 9.00 172.10.1.903/16/08  07:00 AM 03/22/08  07:00 AM System Started

user025 1.00 172.10.1.903/17/08  09:00 AM 03/17/08  09:00 AM System Shutdown

user017 1.00 172.10.1.903/18/08  04:00 AM 03/18/08  04:00 AM System Shutdown

user011 2.00 172.10.1.903/18/08  05:00 AM 03/22/08  09:00 AM System Shutdown

user020 1.00 172.10.1.903/19/08  01:00 AM 03/19/08  01:00 AM System Shutdown

user007 1.00 172.10.1.903/20/08  07:00 AM 03/20/08  07:00 AM System Shutdown

user005 1.00 172.10.1.903/21/08  05:00 AM 03/21/08  05:00 AM System Shutdown

user018 1.00 172.10.1.903/22/08  01:00 AM 03/22/08  01:00 AM System Shutdown

user004 1.00 172.10.1.903/22/08  10:00 AM 03/22/08  10:00 AM System Shutdown

user012 1.00 172.10.1.903/22/08  11:00 AM 03/22/08  11:00 AM System Shutdown

ftpserver.acme.com

user001 1.00 ftpserver.acme.com03/16/08  10:00 AM 03/16/08  10:00 AM System Shutdown

 2.00 ftpserver.acme.com03/18/08  03:00 AM 03/21/08  03:00 AM System Started

Jupiter*

 1.00 Jupiter*03/21/08  03:00 PM 03/21/08  03:00 PM System Started

system 1.00 Jupiter*03/22/08  11:00 AM 03/22/08  11:00 AM Trusted Logon Process Started

rich.bakos 1.00 Jupiter*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Installed MsiInstaller

rich.bakos 2.00 Jupiter*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Uninstalled MsiInstaller

mailserver.acme.com

 3.00 mailserver.acme.com03/16/08  10:00 AM 03/18/08  11:00 AM System Started

user011 1.00 mailserver.acme.com03/17/08  01:00 AM 03/17/08  01:00 AM System Shutdown

user024 1.00 mailserver.acme.com03/20/08  01:00 AM 03/20/08  01:00 AM System Shutdown

user004 1.00 mailserver.acme.com03/22/08  03:00 AM 03/22/08  03:00 AM System Shutdown

Neptune*

jay.strickland 1.00 Neptune*03/21/08  10:00 AM 03/21/08  10:00 AM Software Successfully Installed MsiInstaller

system 4.00 Neptune*03/22/08  12:00 PM 03/22/08  12:00 PM Auth Package Loaded by SAM

system 7.00 Neptune*03/22/08  12:00 PM 03/22/08  12:00 PM Authentication Package Loaded

network service 1.00 Neptune*03/22/08  12:00 PM 03/22/08  12:00 PM IPSec Policy Agent Started IPSec

rich.bakos 2.00 Neptune*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Installed MsiInstaller

rich.bakos 3.00 Neptune*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Uninstalled MsiInstaller
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System Security Event Summary

By Impacted Host

Mar 15, 2008 06:00 PM to Mar 22, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Impacted Host

Event Origin HostOrigin LoginCount Impacted Application

Neptune*

 1.00 Neptune*03/22/08  12:00 PM 03/22/08  12:00 PM System Shutdown

system 1.00 Neptune*03/22/08  12:00 PM 03/22/08  12:00 PM System Started

system 20.00 Neptune*03/22/08  12:00 PM 03/22/08  01:00 PM Trusted Logon Process Started

Saturn*

system 168.00 Saturn*03/16/08  04:00 PM 03/22/08  12:00 PM Trusted Logon Process Started

jay.strickland 1.00 Saturn*03/21/08  09:00 AM 03/21/08  09:00 AM Software Successfully Installed MsiInstaller

rich.bakos 2.00 Saturn*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Installed MsiInstaller

rich.bakos 3.00 Saturn*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Uninstalled MsiInstaller

server1

user006 1.00 server103/16/08  09:00 AM 03/16/08  09:00 AM System Shutdown

user001 1.00 server103/16/08  11:00 AM 03/16/08  11:00 AM System Shutdown

user012 1.00 server103/17/08  02:00 AM 03/17/08  02:00 AM System Shutdown

 13.00 server103/17/08  03:00 AM 03/22/08  12:00 PM System Started

user002 1.00 server103/17/08  10:00 AM 03/17/08  10:00 AM System Shutdown

user016 1.00 server103/18/08  04:00 AM 03/18/08  04:00 AM System Shutdown

user015 1.00 server103/18/08  12:00 PM 03/18/08  12:00 PM System Shutdown

user004 2.00 server103/19/08  12:00 PM 03/22/08  10:00 AM System Shutdown

user008 1.00 server103/21/08  06:00 AM 03/21/08  06:00 AM System Shutdown

user024 1.00 server103/21/08  06:00 AM 03/21/08  06:00 AM System Shutdown

user021 1.00 server103/22/08  06:00 AM 03/22/08  06:00 AM System Shutdown

server2

 7.00 server203/16/08  06:00 AM 03/22/08  06:00 AM System Started

user025 2.00 server203/16/08  10:00 AM 03/19/08  10:00 AM System Shutdown

user008 2.00 server203/19/08  04:00 AM 03/21/08  04:00 AM System Shutdown

user019 1.00 server203/20/08  10:00 AM 03/20/08  10:00 AM System Shutdown

user015 2.00 server203/22/08  04:00 AM 03/22/08  10:00 AM System Shutdown

server3

 8.00 server303/16/08  02:00 AM 03/21/08  08:00 AM System Started

user002 1.00 server303/16/08  06:00 AM 03/16/08  06:00 AM System Shutdown

user012 2.00 server303/17/08  02:00 AM 03/18/08  06:00 AM System Shutdown

user009 1.00 server303/17/08  10:00 AM 03/17/08  10:00 AM System Shutdown

user014 1.00 server303/17/08  11:00 AM 03/17/08  11:00 AM System Shutdown

user005 1.00 server303/18/08  09:00 AM 03/18/08  09:00 AM System Shutdown

user015 1.00 server303/18/08  11:00 AM 03/18/08  11:00 AM System Shutdown
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System Security Event Summary

By Impacted Host

Mar 15, 2008 06:00 PM to Mar 22, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Impacted Host

Event Origin HostOrigin LoginCount Impacted Application

server3

user003 1.00 server303/19/08  08:00 AM 03/19/08  08:00 AM System Shutdown

user007 1.00 server303/19/08  08:00 AM 03/19/08  08:00 AM System Shutdown

user019 1.00 server303/20/08  01:00 AM 03/20/08  01:00 AM System Shutdown

user004 2.00 server303/21/08  07:00 AM 03/22/08  01:00 AM System Shutdown

user018 1.00 server303/22/08  03:00 AM 03/22/08  03:00 AM System Shutdown

user016 1.00 server303/22/08  11:00 AM 03/22/08  11:00 AM System Shutdown

server4

 13.00 server403/16/08  07:00 AM 03/22/08  12:00 PM System Started

user003 1.00 server403/18/08  04:00 AM 03/18/08  04:00 AM System Shutdown

user014 1.00 server403/18/08  12:00 PM 03/18/08  12:00 PM System Shutdown

user008 1.00 server403/20/08  06:00 AM 03/20/08  06:00 AM System Shutdown

user024 1.00 server403/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

user010 1.00 server403/21/08  12:00 PM 03/21/08  12:00 PM System Shutdown

server5

user005 1.00 server503/16/08  07:00 AM 03/16/08  07:00 AM System Shutdown

user007 2.00 server503/16/08  12:00 PM 03/22/08  07:00 AM System Shutdown

user014 1.00 server503/17/08  01:00 AM 03/17/08  01:00 AM System Shutdown

 8.00 server503/17/08  02:00 AM 03/22/08  06:00 AM System Started

user009 1.00 server503/18/08  04:00 AM 03/18/08  04:00 AM System Shutdown

user025 1.00 server503/19/08  09:00 AM 03/19/08  09:00 AM System Shutdown

user017 1.00 server503/20/08  08:00 AM 03/20/08  08:00 AM System Shutdown

user008 1.00 server503/21/08  04:00 AM 03/21/08  04:00 AM System Shutdown

user001 1.00 server503/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

user011 1.00 server503/21/08  07:00 AM 03/21/08  07:00 AM System Shutdown

user012 1.00 server503/22/08  05:00 AM 03/22/08  05:00 AM System Shutdown

Venus*

system 4.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM Auth Package Loaded by SAM

system 7.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM Authentication Package Loaded

network service 1.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM IPSec Policy Agent Started IPSec

rich.bakos 3.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Installed MsiInstaller

rich.bakos 4.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM Software Successfully Uninstalled MsiInstaller

 1.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM System Shutdown

system 1.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM System Started

system 18.00 Venus*03/22/08  12:00 PM 03/22/08  12:00 PM Trusted Logon Process Started
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System Security Event Summary

By Impacted Host

Mar 15, 2008 06:00 PM to Mar 22, 2008 06:00 PM (Dates GMT -06:00)

First Log Last Log

Impacted Host

Event Origin HostOrigin LoginCount Impacted Application

webserver1.acme.com

user002 1.00 webserver1.acme.com03/17/08  10:00 AM 03/17/08  10:00 AM System Shutdown

 1.00 webserver1.acme.com03/19/08  03:00 AM 03/19/08  03:00 AM System Started

webserver2.acme.com

 1.00 webserver2.acme.com03/16/08  01:00 AM 03/16/08  01:00 AM System Started

user006 1.00 webserver2.acme.com03/20/08  12:00 PM 03/20/08  12:00 PM System Shutdown

user011 1.00 webserver2.acme.com03/21/08  08:00 AM 03/21/08  08:00 AM System Shutdown

Report prepared for LogRhythm Inc on Mar 28, 2008 05:27 PM (GMT)

Copyright 2007 LogRhythm, Inc.  All Rights Reserved Page 10 of 10


