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Our Understanding of the Problem

This Research Is Designed For: This Research Will Help You:

V IT or Security managers who wish to V Select an appropriate SIEM solution based on
implement a Security Information and Event vendor research.
Management (SIEM) solution at their V Create an implementation roadmap.

organization. _ _
L y , V Define your SIEM architecture.
V Organizations that want additional security and

visibility into their network activity. V Measure the continued value of your SIEM.

V Organizations under stringent compliance
obligations.

Outcomes of this Research:

V A formalized selection process to identify which SIEM solution is best for your organization to gain full
visibility and analyze activity across your network.

V An evaluation of the current SIEM products and vendors that can be customized to your organization
through the Vendor Shortlist tool.

V A completed selection process through the use of a Request for Proposal (RFP) template and a Vendor
Demo Script to ensure that you are obtaining the correct information.

V An implementation plan that includes the overall defining architecture of your final SIEM solution.
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Executive Summary

Situation A

Info -Tech Insight ijﬁx

* Security threats continue to be more sophisticated and advanced with
each day, with the majority often going completely undetected.

* Organizations are usually scrambling to keep up and implement new 1. A SI EM isndt for ever
security controls to protect themselves, which adds a new layer of Review your appropriateness and
complexity. create a formalized SIEM selection
process to determine your needs.
Complication ? 2. ASIEM is not your only answer.

Proper implementation and ongoing
use is needed in order to maximize the
benefits of a SIEM solution

* With the rise of Advanced Persistent Threats (APTs) and insider attacks,
it becomes extremely difficult for security staff to detect all the risks.

* Many IT and IT Security staff are already stretched thin by keeping track
of many different security technologies that already exist.

Resolution V
* SIEM can provide a great deal of visibility into an organization’s networks and identify extremely sophisticated threats that
may have otherwise been hidden.

* By integrating with other security technologies, the SIEM solution can act as a single window into the threats and possible
breaches that your organization is facing.

* SIEM technology is also becoming more advanced with the capability to use advanced correlation engines as well as big
data analytics to provide insightful analysis and forensics into the overall data.

* Use Info-Tech’s research to gain more insight into which vendors and products are appropriate for your business, and
follow our implementation to ensure that you are set up for success.
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SIEM Market Overview

SIEM used to be two separate products: Security
Event Management (SEM) and Security Information
Management (SIM).

SIEM was created initially as a compliance
management tool. It had the ability to centralize,
review, and report on log activity.

Soon after, the ability to correlate logs was leveraged
to provide threat detection and advanced intelligence
tools in order to examine IT systems more closely.
SIEM solutions were initially directed towards large
enterprises with high volumes of data and resources.
This changed as more and more SIEM vendors began
offering products to the small and mid-sized market.
SIEM products expanded use with integration into
other security technologies in order to provide a holistic
view into the security of an organization with the ability
to push out commands and data to other systems.

How it got here M Where itos going

» Advanced analytics will change the landscape of

SIEM entirely and allow for the detection of complex
and sophisticated security events.

Organizations are looking to take advantage of big
data and SIEM vendors are no different. More SIEM
solutions will focus on leveraging and analyzing big
data to provide superior results.

Managed SIEM providers will continue to increase in
demand for small and large organizations. Smaller
organizations won'’t have internal resources or
expertise to staff a SIEM. Larger organizations may
not want to dedicate resources or decide a provider
has the necessary expertise they require.

* As organizations continue to grow larger and more

diverse, the ability to scale in heterogeneous
environments becomes more important as SIEM
products will need to keep up with the advancing
technology systems in organizations.

As the market evolves, capabilities that were once cutting edge become default and new functionality becomes
differentiating. Basic forensic analysis capabilities have become a Table Stakes capability and should no
longer be used to differentiate solutions. Instead focus on advanced detection methods and usability to get the

best fit for your requirements.
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SIEM vendor selection / knock -out criteria;: market share,
mind share, and platform coverage

* SIEM solutions continue to aggregate machine data in real time for risk management through analysis and correlation to
provide network event monitoring, user activity monitoring, compliance reporting, as well as store and report data for
incident response, forensics, and regulatory compliance.

* For this Vendor Landscape, Info-Tech focused on those vendors that offer broad capabilities across multiple platforms
and that have a strong market presence and/or reputational presence among mid- and large-sized enterprises.

Included in this Vendor Landscape:

» AlienVault. Provides a robust security management product with an impressive threat intelligence feed.

» EventTracker. While a smaller vendor, EventTracker provides a SIEM product for the resource-constrained.

* HP. One of the largest technology vendors in the market; provides a highly feature-rich SIEM solution in this VL.

* IBM. Provides strong event and log management and threat detection across networks and applications.

* LogRhythm. As a dedicated vendor, LogRhythm offers the most feature-rich product with the ability to adapt to trends.
* Intel Security. As a diverse and competitive vendor, Intel Security offers a strong and reliable SIEM product.

* NetlQ. Has a strong foundational SIEM offering with a competitive price point.

« RSA. Offers a highly advanced SIEM product garnered to large-scale, high-demand security organizations.

+ SolarWinds. Offers a robust SIEM for resource-constrained organizations, with potential compliance needs.

» Splunk. As a big data software company, Splunk offers a very strong SIEM for high capacity and unique environments.
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Table Stakes represent the minimum standard; without these,
a product doesn’t even get re

B8 Vendor Landscape Overview

The Table Stakes What does this mean?

Feature: What it is: The products assessed in this Vendor
Landscape™ meet, at the very least, the

Collection from firewall and network logs, IDS logs, requirements outlined as Table Stakes.

Basic CAN Windows server logs, web server logs, and various
syslog sources Many of the vendors go above and beyond the
Availability of a variety of out-of-the-box reports that can ~ outlined Table Stakes, some even do so in

Basic Reporting be customized by the client and run on a scheduled and ~ multiple categories. This section aims to
ad hoc basis highlight the products’ capabilities in excess of
Logging for all correlated events and alerting via the criteria listed here.

Basic Alerting dashboard alert/email/SMS/etc. for those that exceed a

given threshold or meet specific alert criteria

Out-of-the-box correlation policies for basic CAN data

Basic Correlation L S .
and baselining, acting in near real time

Basic Forensic Ability to generate custom data queries through flexible
Analysis drill down and pivot capabilities
Basic Data

Securitization of SIEM data and notable storage

Management Security capabilities

and Retention

If Table Stakes are all you need from your SIEM solution, the only true differentiator for the organization is price.
Otherwise, dig deeper to find the best price to value for your needs.
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Advanced Features are the capabilities that allow for granular
differentiation of market players and use case performance

B8 Vendor Landscape Overview

Info-Tech scored each vendor’s
features on a cumulative four-
point scale. Zero points are
awarded to features that are
deemed absent or
unsatisfactory, one point is
assigned to features that are
partially present, two points are
assigned to features that require
an extra purchase in the
vendor’s product portfolio or
through a third-party, three
points are assigned to features
that are fully present and native
to the solution, and four points
are assigned to the best-of-
breed native feature.

Advanced Data
Enrichment

Advanced Correlation

Big Data Analytics

Advanced Reporting and
Alerting

Forensic Analysis
Support

Data Management
Security and Retention

Advanced CAN from various log and non-log data sources
(identity, database, application, configuration, netflow,
cloud, file integrity, etc.) with full packet capture ability

Advanced pre-built policies, user-defined policies,
behavioral policies, machine learning style policies, and
host criticality information inclusion

Use of big-data-style analytics through integration into
purpose-built big data tools or native capabilities, all based
on advanced security style analytic methods

Pre-built reporting and alerting libraries, customizable
dashboards, compliance use-case support, various alerting
options, and integration into external reporting and third-
party workflow tools

Advanced query capabilities against all collected data with
pre-built and custom drill down, pivot, and parsing with
export functions and event session reconstruction

Granular access controls to system data, protection of
SIEM data, system access monitoring, external storage
integration and efficient data compression
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Advanced Features are the capabilities that allow for granular
differentiation of market players and use case performance

B8 Vendor Landscape Overview

Info-Tech scored each vendor’s
features on a cumulative four-
point scale. Zero points are
awarded to features that are
deemed absent or
unsatisfactory, one point is
assigned to features that are
partially present, two points are
assigned to features that require
an extra purchase in the
vendor’s product portfolio or
through a third-party, three
points are assigned to features
that are fully present and native
to the solution, and four points
are assigned to the best-of-
breed native feature.

Threat Intelligence Feed

Incident Management
and Remediation

Full Security Threat
Visibility

Scalability and Network
Performance

Security threat intelligence feed integration with ability to
update multiple uses and control updating behaviors

Advanced detection and incident management with pre-built
and customizable remediation capabilities, integration into
workflow systems, and optional automatic remediation
through integration

Integration with security technologies for monitoring,
incident analysis and data enrichment to support ability to
track and analyze series of related events

The product’s ability to scale horizontally and vertically,
while employing various methods to reduce any latency
impacts from CAN activities
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Vendor scoring focused on overall product attributes and
vendor performance in the market

B8 Vendor Landscape Overview

Scoring Methodology

Info-Tech Research Group scored each vendor’s The administrative interfaces are intuitive and

overall product attributes, capabilities, and market Usability offer streamlined workflow.

performance.

Features are scored individually as mentioned in I Implementing and operating the solution is
. . . Affordability .

the previous slide. The scores are then modified by affordable given the technology.

the individual scores of the vendor across the _ _
product and vendor performance features. Multiple deployment options, platform support,

ATEIEELTE and data collection methods are available.

Usability, overall affordability of the product, and the
technical features of the product are considered,
and scored on a five-point scale. The score for each

vendor will fall between worst and best in class.
Vendor is profitable, knowledgeable, and will be

The vendor’s performance in the market is Viability around for the long term

evaluated across four dimensions on a five-point

scale. Where the vendor places on the scale is Vendor is committed to a target market and the

. : o . Focus . :
determined by factual information, industry position, space with a product and portfolio roadmap.
ang/mform.?tlgln ?rowdedblt?y customer references, ~ench Vendor offers tiered global support coverage
and/or available from public sources. that is easily accessible.

Vendor channel partnering, sales strategies,
Sales and sales process allow for flexible product

acquisition.
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Vendor Landscape usecase scenarios are evaluated based on
weightings of features and vendor/product considerations

_|1|._ Scoring Overview

Use cases were scored around the features identified in the general scoring as being relevant to the functional
considerations and drivers for each scenario.

Calculation Overview

Advanced Features Score X Vendor Multiplier = Vendor Performance for Each Scenario

Please note that both advanced feature scores and vendor multipliers are based on the specific

weightings calibrated for each scenario.
Feature Weightings

Affordability

Feature
Architecture

User
Interface

Feature Feature
Feature

Sales

Viability Feature Feature

Reach

Focus

Feature Feature

Product and Vendor Weightings Advanced Features Weightings

Info-Tech Research Group




Vendor performance for each usecase scenario is documented
In a weighted bar graph

_|1|._ Scoring Overview

1200 [ ] [ =

= =

Vendor Performance for the Use Case Scenario Ve n d or P e rfo rmance

Vendors qualify and rank in each use-case scenario based on
Use Case Scenario their relative placement and scoring for the scenario.

Vendor Ranking

Champion: The top vendor scored in the scenario

Leaders: The vendors who placed second and third in the
- scenario

Players: Additional vendors who qualified for the scenarios

::I I I I I I I I based on their scoring

Value Index for the Threat Management

Info-Tech Research Group 40

Value Score™

Each use-case scenario also includes a Value Index that identifies the Value Score for a vendor
relative to their price point. This additional framework is meant to help price-conscious
enterprises identify vendors who provide the best “bang for the buck.”
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SIEM Use Case: SIEM Small Deployment

Smaller organizations will be looking for cheaper and more basic products to
fulfill their desired SIEM capabilities.

SIEM Small Deployment is the concept of providing a scaled-

down solution that is also simple to deploy. Some SIEM
vendors and offerings provide a large variety of features for Threat Management

consumers, but these can be more than expected. As a result,

these organizations will be looking for a simpler version of )
SIEM that is highly usable, low cost, and does not necessarily Compliance Management

have advanced features.

Management of Security Events

* The main focus on SIEM Small Deployment here is, of
course, the affordability of the product as many are looking
for a cost-effective product.

+ Beyond the price, most organizations are looking at the ]
usability of the product and the ability to alert based on
events, provide more forensics into the information, and
provide ease of incident management.

Ideal for:

« Organizations that are looking to increase their security technology, but do not need many of the advanced or additional
features found in some solutions
* Low user base, low device number, knowledge based employees, usually one location, e.g. professional services firms
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Feature Weightings for SIEM Small Deployment use-case

scenario

Core Features

Incident
Management and
Remediation

Advanced
Reporting and
Alerting

Forensic Analysis
Support

Advanced Data
Enrichment

Advanced detection and incident management
with pre-built and customizable remediation
capabilities, integration into workflow systems,
and optional automatic remediation through
integration

Pre-built reporting and alerting libraries,
customizable dashboards, compliance use-case
support, various alerting options, and integration
into external reporting and third-party workflow
tools

Advanced query capabilities against all collected
data with pre-built and custom drill down, pivot,
and parsing with export functions and event
session reconstruction

Advanced CAN from various log and non-log
data sources (identity, database, application,
configuration, netflow, cloud, file integrity, etc.)
with full packet capture ability

Additional Features

Advanced Correlation

Data Management Security and Retention

Feature Weightings

Scalability
and Network

Advanced Data
Performance

Enrichment

Incident
Management

and Remediation Advanced

Correlation

10.0% 25.0%
Data
Management
Security Advanced
Retention 17.5% Reporting and
Alerting

Forensic Analysis
Support

Note that vendors were also evaluated on Big Data Analytics, Threat Intelligence Feed, and Full Security Threat Visibility, but these features were not
evaluated in this scenario.
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Vendor considerations for SIEM Small Deployment use-case
scenario

| [T

Product Evaluation Features

Critical component to ensure resource- or
Usability expertise-constrained organizations may still Affordability
realize strong value.

Smaller deployments need a low price tag to
Affordability support low budget organizations’ business
cases for SIEM technology.

Multiple deployment and management options
Architecture on premise, off premise, and through third
parties are available.

Architecture

5.0%

Vendor Evaluation Features Viability
- Vendor is profitable and knowledgeable and will
Viability Focus
be around for the long term. User
. . Interface
Vendor is committed to a target market and the
Focus . .
space with a product and portfolio roadmap.
. o Sales
Resource constrained organizations need
Reach
strong support coverage.
Vendor channel partnering, sales strategies,
Sales and sales process allow for flexible product

acquisition.
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Vendor performance for the SIEM Small Deployment use-case
scenario

SIEM Small Deployment

14.00 Forensic Analysis Support

m Scalability and Network

12.00
Performance

m Full Security Threat Visibility

10.00 -

Incident Management and

Remediation
= = |
8.00 e Threat Intelligence Feed
.
— . Data Management Security
6.00 and Retention

Advanced Reporting and

Alerting

4.00 _ _
Big Data Analytics

2.00 m Advanced Data Enrichment

0.00

LogRhythm SolarWinds  EventTracker Intel Security NetlQ
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Value Index for the SIEM Small Deployment use-casescenario

What is a Value Score?

The Value Score indexes each

vendor’s product offering and

business strength relative to its

price point. It does not indicate 100.0

vendor ranking.
90.0

Vendors that score high offer more
bang-for-the-buck (e.g. features, 80.0
usability, stability, etc.) than the

. . : 70.0

average vendor, while the inverse is

true for those that score lower. 60.0

Price-conscious enterprises may 50.0

wish to give the Value Score more

consideration than those who are 40.0

more focused on specific

vendor/product attributes. 300
20.0
10.0

0.0

offerings
89.0
84.6
- ———- | ———————————————— Average Score: 66.4

__RSIEWRI RS A O 4 relative basis, LogRhythm maintained the
highest Info-Tech Value Score™ of the vendor
group for this use-case scenario. Vendors were
indexed against LogRhythm’s performance to

100.0 provide a complete, relative view of their product

LogRhythm EventTracker Solarwinds NetlQ Intel Security
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The Info-Tech SIEM Vendor Landscape:

Vendor Evaluation
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Balance individual strengths to find the best fit for your
enterprise

_|1|._ Vendor Performance

AlienVault 3 2 3 3 3 2 2
EventTracker 3 4 2 3 4 2 2
HP 3 2 4 4 2 3 3

IBM 3 2?2 4 4 3 4 4
LogRhythm 4 4 2 3 4 3 3
Intel Security 4 2 3 4 3 4 3
NetlQ 3 2 2 3 3 3 3

RSA 4 2 2 3 3 4 3
Solarwinds 3 4 2 3 3 3 3
Splunk 3 1 3 3 3 3 3
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Balance individual strengths to find the best fit for your
enterprise

BBas Vendor Performance

Evaluated Features

Palver=s) BaiE - Big Data Advgnced Forepsu: Data Mg|11t. Threat Incident Mgmt. Full Security Scalability and
Enrichment Correlation Analytics* Reporthg SNz | ATEES Securlty - R IERTES anq . Threat Visibility]
Alerting Support Retention Remediation Performance
AlienVault ‘ ‘ ‘
EventTracker ‘ ‘ ’
LogRhythm ’ ' ’
Intel Security ‘ ‘ ‘

& = Feature is best in its class = Feature is fully present in its native solution
‘ = Feature is present at additional cost = Feature is partially present = Feature is absent

* Yellow denotes additional functionality has to be added at cost to accept big data functionality. Yellow DOES NOT
denote additional cost for big data functionality, as this is true for all vendors.

** Yellow denotes an additional functionality has to be added to accept a threat intelligence feed. It DOES NOT
denote additional cost for threat intelligence, as this is the case for all vendors.

Legend
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Balance individual strengths to find the best fit for your
enterprise

MBage Vendor Performance

Evaluated Features

Palver=s) BaiE - Big Data Adva}nced Forepsu: Data Mg|11t. Threat Incident Mgmt. Full Security Scalability and
[ — Correlation Analytics* Reporting and l Analysis and Security & Intelligence and Threat Visibility Network

Alerting Support Retention Feed** Remediation Performance
Nt @ @ @ O
soawings @ @ ®@ o
sk @ @ ®@ O

& = Feature is best in its class = Feature is fully present in its native solution
‘ = Feature is present at additional cost = Feature is partially present = Feature is absent

* Yellow denotes additional functionality has to be added at cost to accept big data functionality. Yellow DOES NOT
denote additional cost for big data functionality, as this is true for all vendors.

** Yellow denotes an additional functionality has to be added to accept a threat intelligence feed. It DOES NOT
denote additional cost for threat intelligence, as this is the case for all vendors.

Legend
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LogRhythm has consistently improved its product offering to
become a dominant choice for mid-market organizations

_ll.._ Vendor Landscape

Employees: 450
Headquarters: Boulder, CO
Website: logrhythm.com
Founded: 2003
Presence: Privately held

* LogRhythm is a dedicated SIEM security vendor offering a
solution geared towards providing simplified monitoring and
management of its modular platform. Recent focus on reduced
complexity and improved usability, in addition to historical focus on
advanced analytics, has spurred high growth for LogRhythm.

e
LogRhythmr

::. » LogRhythm’s unified Security Analytics platform, which combines
SIEM, log management, FIM, and machine analytics, provides

enhanced threat visibility and management.

» Advanced correlation and pattern recognition is provided by
LogRhythm’s Advanced Intelligence (Al) Engine.

» Faster than typical deployment timeframes.

» Arecent capability, the Identity Inference Engine, can infer missing
identity information from analyzed event data.

[] Challenges

3 year TCO for this solution falls into pricing
tier 6, between $50,000 and $100,000

* LogRhythm uses less than mature machine learning style
correlation policies.
» As a dedicated SIEM vendor, there is little possibility of

-lllllllllll[][]
$1
LogRhythm being a strategic vendor in which value from multiple

Pricing solicited from the vendor product purchases can be realized.

> $IM+
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http://www.logrhythm.com/

LogRhythm s ability to dedica

featured, yet uncomplicated, product

_|1|._ Vendor Landscape

Info-Tech Recommends:

With one of the best feature offerings paired
with a surprisingly low price tag, all
organizations should potentially shortlist
LogRhythm.

3 4 3 3

4 2

Use-Case Scenario Performance

s Threat Compliance Mgmt. of SIEM Small Risk
o .
=5 Management Management Security Events Deployment Management
(U _—— —— T T pu—
c § 7~ "VENDOR X\ Y. VENDOR 7 VENDOR 7 VENDOR VENDOR
(D) (@) /" LANDSCAPE ™) /" LANDSCAPE / LANDSCAPE / LANDSCAPE / LANDSCAPE ™
ﬁ 4= AWARD \ / AWARD AWARD \ / \ AWARD \
8_) * LEADER * * CHAMPION = * CHAMPION ~ * CHAMPION ~ * CHAMPION ~*
VENDOR 7 vewpor VENDOR : \ VENDOR
o X LANDSCAPE ° LANDSCAPE L LAMER " LANDSCAPE
S5 @ AWARD AWARD AWARD AWARD AWARD
— O BEST OVERALL « BESTOVERALL & BESTOVERALL 4 BESTOVERALL + BEST OVERALL
C>G = X VALUE © VALUE VALUE VALUE e
INFO~TECH INFO-TECH 7 .;}inﬁ‘TECH _ INFO-TECH . INFo-TEcH

Features

Advanced Data Advanced
Enrichment Correlation

Reporting and

Alerting

Forensic
Analysis

Threat
Intelligence

Data Mgmt. and
Retention

Incident Mgmt.
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