CASE STUDY

Ageas Insurance meets PCI compliance with
LogRhythm’s Security Intelligence Platform
Introduction
Holding a vast amount of sensitive information, Ageas Insurance required a
solution that would ensure it met stringent regulatory compliance, such as
PCI DSS. It selected LogRhythm’s Security Intelligence Platform, which
correlates network activity so that the company can quickly and easily identify
and mitigate potential threats.
Since the initial deployment in 2009, the organisation has expanded its use
of LogRhythm’s platform beyond its original scope and has plans to roll it
out across additional European offices.

The organisation
Ageas Insurance is an international insurance group, ranked among the
top 20 insurance companies in Europe. With key markets in Europe and Asia,
the company was originally founded in 1990 as part of Fortis Holding, but was
renamed in 2010 to form Ageas Insurance. The company now employs around
6,000 people in the UK.
The company offers a broad range of personal and commercial insurance
solutions to over 8 million customers. In the UK alone, it is the third-largest
provider of private vehicle cover and the fourth largest provider of
travel insurance.

Customer
Ageas Insurance Limited
Ageas House
Hampshire Corporate Park
Templars Way
Eastleigh
SO53 3YA
Ageas is an international insurance
group ranked among the top 20
insurance companies in Europe, with
key markets in Europe and Asia, and a
heritage spanning more than 190 years.

Industry
• l.c. insurance

The challenge
The organisation handles large volumes of confidential customer information
and is subject to numerous European compliance regulations, including PCI
DSS. Safeguarding its customers’ data is subsequently a key priority for Ageas.
“Meeting new standards and compliance regulations is a fundamental part
of our business,” said Peter Burge, UK information security officer at Ageas
Insurance. “Previously, we monitored all network activity ourselves, however,
as the company grew and we began managing larger volumes of data, it
became clear that this was soon going to become much more difficult. We
needed a solution that we could rely on to identify any anomalous network
activity for us.”

Employees
• Approximately 6,000

Key impacts
• Compliance with PCI DSS regulations
• Single-pane of glass view across
entire security estate
• Ability to see correlations between
seemingly benign alerts
• Improved ability to resolve
network issues

Over the years, we’ve realised that network monitoring can no longer be done
manually – there’s just too much at stake if something was to be missed.
LogRhythm’s Security Intelligence Platform does this job for us, and it does it very
well. We’ve subsequently been able to stick to a small IT team, saving the company
from spending additional money building a larger team of security experts.
—Peter Burge, UK information security officer at Ageas Insurance
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The solution
Keen to ensure it remained compliant with PCI DSS,
Ageas undertook a review of the market in order to
establish which product would best meet its requirements.
After ruling out a number of different vendors, the
company decided LogRhythm’s platform was the most
comprehensive, cost-effective and user-friendly solution.
“We quickly realised the benefits of LogRhythm’s
solution for the PCI environment; we have better
visibility of what’s happening across our network and
are notified straightaway if any activity needs to be
fixed or looked at,” continued Burge.

“Over the years, we’ve realised that network monitoring
can no longer be done manually—there’s just too much
at stake if something was to be missed. LogRhythm’s
Security Intelligence Platform does this job for us,
and it does it very well. We’ve subsequently been able
to stick to a small IT team, saving the company from
spending additional money building a larger team of
security experts.”
Since the original implementation, Ageas has extended
LogRhythm’s services to four additional offices and has
plans to roll it out to a further three offices later this year.

“Furthermore, while we initially purchased the product
to meet compliance requirements, we soon realised that
it had other business benefits. By automating a lot of
menial tasks, it freed up a lot of time and allowed our IT
team to spend their time on other important IT issues.”

It’s a good product and does exactly what it says it does. Its ability to correlate all of
our network data and make sense of it all provides us with a level of network insight
that is unparalleled. LogRhythm ensures we are much better able to spot anything
anomalous and we feel safe in the knowledge that we are aware of all network
activity at all times,
concludes Burge
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